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Be it enacted by the Legislature of the State of Arizona: 1 
Section 1.  Title 44, Arizona Revised Statutes, is amended by adding 2 

chapter 32, to read: 3 
CHAPTER 32 4 

DISCLOSURE OF COMPROMISED PERSONAL IDENTIFYING 5 
INFORMATION AND ENTITY IDENTIFYING INFORMATION 6 

ARTICLE 1.  GENERAL PROVISIONS 7 
44-7501.  Disclosure; civil penalty; enforcement; definitions 8 
A.  ANY PERSON THAT CONDUCTS BUSINESS IN THIS STATE AND THAT OWNS OR 9 

LICENSES COMPUTERIZED DATA THAT INCLUDES PERSONAL IDENTIFYING INFORMATION OR 10 
ENTITY IDENTIFYING INFORMATION SHALL DISCLOSE ANY BREACH OF THE SECURITY OF 11 
THE SYSTEM FOLLOWING DISCOVERY OR NOTIFICATION OF THE BREACH IN DATA SECURITY 12 
TO EACH RESIDENT OF THIS STATE WHOSE PERSONAL IDENTIFYING INFORMATION OR 13 
ENTITY IDENTIFYING INFORMATION WAS OR IS REASONABLY BELIEVED TO HAVE BEEN 14 
ACQUIRED BY AN UNAUTHORIZED PERSON.  EXCEPT AS PROVIDED IN SUBSECTION C OF 15 
THIS SECTION, THE DISCLOSURE SHALL BE MADE WITHIN SEVENTY-TWO HOURS OF THE 16 
DISCOVERY OF THE BREACH.  EACH BREACH SHALL BE REPORTED TO A LOCAL, STATE OR 17 
FEDERAL LAW ENFORCEMENT AGENCY WITHIN FORTY-EIGHT HOURS OF THE DISCOVERY OF 18 
THE BREACH. 19 

B.  ANY PERSON THAT MAINTAINS COMPUTERIZED DATA THAT INCLUDES PERSONAL 20 
IDENTIFYING INFORMATION OR ENTITY IDENTIFYING INFORMATION THAT THE PERSON 21 
DOES NOT OWN SHALL NOTIFY THE OWNER OR THE LICENSEE OF THE INFORMATION OF ANY 22 
BREACH OF THE SECURITY OF THE DATA IMMEDIATELY FOLLOWING DISCOVERY IF THE 23 
INFORMATION WAS OR IS REASONABLY BELIEVED TO HAVE BEEN ACQUIRED BY AN 24 
UNAUTHORIZED PERSON. 25 

C.  THE DISCLOSURE REQUIRED BY SUBSECTION A OF THIS SECTION MAY BE 26 
DELAYED IF A LAW ENFORCEMENT AGENCY DETERMINES THAT THE NOTIFICATION WILL 27 
IMPEDE A CRIMINAL INVESTIGATION.  THE DISCLOSURE SHALL BE MADE AFTER THE LAW 28 
ENFORCEMENT AGENCY DETERMINES THAT IT WILL NOT COMPROMISE THE INVESTIGATION. 29 

D.  THE DISCLOSURE REQUIRED BY SUBSECTION A OF THIS SECTION MAY BE 30 
PROVIDED BY ONE OF THE FOLLOWING METHODS: 31 

1.  WRITTEN NOTICE. 32 
2.  ELECTRONIC NOTICE IF THE NOTICE IS CONSISTENT WITH THE PROVISIONS 33 

REGARDING ELECTRONIC RECORDS AND SIGNATURES SET FORTH IN THE ELECTRONIC 34 
SIGNATURES IN GLOBAL AND NATIONAL COMMERCE ACT (P.L. 106-229; 114 STAT. 464; 35 
15 UNITED STATES CODE SECTION 7001). 36 

3.  SUBSTITUTE NOTICE IF THE PERSON DEMONSTRATES THAT THE COST OF 37 
PROVIDING NOTICE WOULD EXCEED TWO HUNDRED FIFTY THOUSAND DOLLARS OR THAT THE 38 
AFFECTED CLASS OF SUBJECT PERSONS TO BE NOTIFIED EXCEEDS FIVE HUNDRED 39 
THOUSAND, OR THE PERSON DOES NOT HAVE SUFFICIENT CONTACT INFORMATION. 40 
SUBSTITUTE NOTICE SHALL CONSIST OF ALL OF THE FOLLOWING: 41 

(a)  ELECTRONIC MAIL NOTICE IF THE PERSON HAS ELECTRONIC MAIL ADDRESSES 42 
FOR THE SUBJECT PERSONS. 43 

(b)  CONSPICUOUS POSTING OF THE NOTICE ON THE WEB SITE OF THE PERSON IF 44 
THE PERSON MAINTAINS ONE. 45 
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(c)  NOTIFICATION TO MAJOR STATEWIDE MEDIA. 1 
E.  A PERSON WHO MAINTAINS THE PERSON'S OWN NOTIFICATION PROCEDURES AS 2 

PART OF AN INFORMATION SECURITY POLICY FOR THE TREATMENT OF PERSONAL 3 
IDENTIFYING INFORMATION OR ENTITY IDENTIFYING INFORMATION AND IS OTHERWISE 4 
CONSISTENT WITH THE TIMING REQUIREMENTS OF THIS SECTION SHALL BE DEEMED TO BE 5 
IN COMPLIANCE WITH THE NOTIFICATION REQUIREMENTS OF THIS SECTION IF THE 6 
PERSON NOTIFIES SUBJECT PERSONS IN ACCORDANCE WITH THE PERSON'S POLICIES IF A 7 
BREACH OF THE SECURITY SYSTEM OCCURS. 8 

F.  A WAIVER OF ANY PROVISION OF THIS SECTION IS CONTRARY TO PUBLIC 9 
POLICY AND IS VOID AND UNENFORCEABLE. 10 

G.  EXCEPT AS OTHERWISE PROVIDED IN THIS SUBSECTION, A PERSON WHO 11 
VIOLATES THIS SECTION IS SUBJECT TO A CIVIL PENALTY OF FIVE HUNDRED DOLLARS 12 
PER INDIVIDUAL WHO DID NOT RECEIVE PROPER NOTIFICATION.  THE TOTAL CIVIL 13 
PENALTY IMPOSED SHALL NOT EXCEED TWO HUNDRED FIFTY THOUSAND DOLLARS FOR ANY 14 
ONE BREACH. 15 

H.  THIS SECTION MAY BE ENFORCED BY: 16 
1.  A COUNTY ATTORNEY IN THE COUNTY IN WHICH THE SECURITY BREACH 17 

OCCURS. 18 
2.  THE ATTORNEY GENERAL IF THE SECURITY BREACH OCCURS IN MULTIPLE 19 

COUNTIES OR IF THE COUNTY ATTORNEY IN THE COUNTY IN WHICH THE SECURITY BREACH 20 
OCCURS CONSENTS TO ENFORCEMENT BY THE ATTORNEY GENERAL. 21 

I.  FOR THE PURPOSES OF THIS SECTION: 22 
1.  "BREACH", "BREACH OF THE SECURITY OF THE SYSTEM" OR "SECURITY 23 

BREACH" MEANS AN UNAUTHORIZED ACQUISITION OF COMPUTERIZED DATA THAT 24 
COMPROMISES THE SECURITY, CONFIDENTIALITY OR INTEGRITY OF AN INDIVIDUAL'S 25 
PERSONAL IDENTIFYING INFORMATION OR ENTITY IDENTIFYING INFORMATION MAINTAINED 26 
BY A PERSON.  GOOD FAITH ACQUISITION OF AN INDIVIDUAL'S PERSONAL IDENTIFYING 27 
INFORMATION OR ENTITY IDENTIFYING INFORMATION BY AN EMPLOYEE OR AGENT OF THE 28 
PERSON FOR THE PURPOSES OF THE PERSON IS NOT A BREACH OF THE SECURITY SYSTEM 29 
IF THE INFORMATION IS NOT USED OR SUBJECT TO FURTHER UNAUTHORIZED DISCLOSURE. 30 

2.  "ENTITY IDENTIFYING INFORMATION" HAS THE SAME MEANING PRESCRIBED IN 31 
SECTION 13-2001. 32 

3.  "PERSONAL IDENTIFYING INFORMATION" HAS THE SAME MEANING PRESCRIBED 33 
IN SECTION 13-2001.  34 
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